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1 | Logging in to Netriplex

In order to login to Netriplex you will require a company name, username and
password. This information is supplied to the administrative contact for the

domain being protected by Netriplex.
When you have your login details go to http://ems.netriplex.com

The login will request your login details (as shown in Fig 1.0), please note that
these login details are case sensitive.
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2 | Netriplex User Interface

2.1 | The Global Statistics (Home) Page
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Fig 2.0

When you have logged into Netriplex successfully you should see something
similar to Fig 2.0.

In the ‘Global Statistics’ section you can view how much mail has passed through
the account and how much virus’s and spam is being filtered by Netriplex.

The central graph, ‘Daily Spam and Virus Load’ will give you a graphical
overview of what is being described in ‘Global Settings’.

The ‘Virus Threats’ menu shows the latest threats on the internet that you may
wish to be aware of.

January 13, 2006 2.2 | The Navigation Bar
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Fig 2.1
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3 | Changing your Profile/Password
Netriplex allows you to change all manner of details in your profile such as
company information, administrative contact and of course your password.

Click on ‘Profile’ in the navigation bar to access the profile management
page (fig 3.0).

You can change your login password for Netriplex by changing the ‘Login
Password’ and ‘Confirm Password’ boxes.

* Note: If you change the ‘Company Name’ you will need to use this company
name to login instead of the default one setup with your account.

PROFILE The folowing i a list of yeur current PROFILE settingt.

COMPANY TRFOR A TION ADMINISTRATIVE COINTALT
Camnpany Mame frour Company | Cantact Wame floe Bloggs |
Brimary Contact loe Bloggs | Phaone Number 238675900 |
Main Phore [L234E672900 | Emad Address Iln-ggs'@rnmqrppany.:M|
Fay Line | i
Primary Email Notifcation }mbhw'-@fnurmmmﬂ TECHNICAL CONTACT
AT puldn J Contact Name Joe Bloggs y
Gty b | Phane Nurmber 235679900 |
StatefProvence | | Emal Address kw:@rnummmnu.cml
TpfPostal Ha. |
Country i | BILLING CONTACT
Coritact Mame o Bloggs |
ACCOUNT TNFORMATION Phris Rl h23ace7e900 |
GMT Greeravich Mean = —_—
Add password | =l Emal Address i@y oUrcampany Lom
10g ¥
Lo IL.-nurcorrpany.com |
Login Password |"“""""“ |
EMERGENCY CONTALT
Conifirm Password t“‘""'“ | -
e . Contact Natne Joe Blogas |
Lt b nbnd S . 200 gt 146142 P -
Confirm updated Phorne Number fla67a900 |
password. CedPager I |
Emad Address ici-ggs@"rumcumpmy.cm-nl
fig 3.0

3.1 | Domains

The domains page shows what domains have been added to your Netriplex
account. You are unable to add any more domains to this account.
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4 | User Management

You can add more users to your Netriplex account. These users can then login
and view mail that may have been quarantined for them. Click on the ‘User’
option in the navigation bar to view the ‘User Control Panel’.

4.1 | Adding a new user

T R ]

# Charge dafaull arganl parmestions

mpet [ TN

Primary Emal farsbogge | @ |mnbloou@yoscons 5]

+ Snordary Emad m#h7rmim ‘

4) You can set the new usel as:

5) Set email and secondary : oo
. Fig4.0 - An Administrator (has access
email address for the new g i0 ail accounts)

user account which must be
2 valid v;ms;lll ew::{:»':nutrltE|~1 setup I - Limited Administrator (limit to
Y FORIT: DO COlNtn parey. specific domains, not available in
this version of netriplex)

- A User {can access only there
own email account)
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4.2 | Applying filters to the new account

| Always allow these
Permissions Spam Setlings emai addresses to
[io Mat Filter [ White List amail this user
——

Personal Quarantine [
Personal White List [
Persons Black Lst [

Black List
Cuarantine Digest [

Change Password -

// Ban email addresses

Enable apaoific filra ‘ sending o this user.

in the usar account Fig 4.1

We recommend enabling the Personal Quarantine, Personal White List, Personal
Black List and Quarantine Digest.

The ‘Personal Quarantine’ will hold all blocked spam and suspicious mail sent to
the users control panel.

Enabling ‘Personal White List’ will allow this user to white list an email address
which means the spam guard will never block this email address.

Enabling the ‘Personal Black List’ will block any mail from the selected email
addresses.

The ‘Quarantine Digest’ will send a digest email to the new account holder
informing them of mail that is being held in quarantine.

4.3 | User Accounts

Once you have created the account users can login via http://ems.netriplex.com
and view there quarantine and reports of any spam that is being sent to their
account. More information on viewing this can be found in section 9.

To login to their account the users must use the following information:
Company Name

New Username
New Password
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5 | Spam Filter

The spam filter can be entered by selecting ‘Spam’ from the navigation bar. This
control panel let’s you change all aspects of the global (account wide) spam filter
settings. This will apply to ‘all’ accounts added to the Netriplex system.

ol Seftings Domain Sattings
standard Sebling: | )
i-;.-rnF-t:f:-.;_l [Enetied 7] __—— 1) Enable/Disable Spam
SemAKON B ppaine O Ddn [ Rt Filtering on your domain
U Tug subshec wath SPAM & foed
Enabile White Lsts B aibsl ™ pomain
Enable Back Lists ¥ qotal ¥ poman ~ 2) Action you wish to have
spam Filtratisn Lists taken against the spam.

White List

\'ﬁ&\_\

3) White list'Black List

,ﬁ-’“‘P Control

e " 4) Add White ]
: List/Black List |

S

fig 5.0
1) Enable/Disable Spam

We recommend enabling the spam filter on your domain, this will actively secure
your email accounts against incoming spam.

2) Spam Action

We recommend choosing to quarantine the spam. This will allow you to view any
mail deemed spam by the service. If an email is accidentally quarantined you can
quickly remove it.

3) White List / Black List Control

You can enable white lists (allowed email addresses) and black lists (blocked
email addresses) for your domain. We recommend leaving these enabled as it
gives you more power for blocking users.

4) Add White List/Black List

Add emails addresses you wish to allow or block in either of these boxes. This
will apply across all user accounts (for each email address) you setup.
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6 | Virus Filter

The Virus Filter can be entered by selecting ‘Virus’ from the navigation bar. This
control panel let’s you change all aspects of the global (account wide) virus filter
settings. This will apply to ‘all’ accounts added to the Netriplex system.

Global Settings Domain Fettngs

Stamdard Sottings

Wirus Fitering I | -

Engines Cyrnanhas

¥
F mcares
F Sophas
Vires Scanring [ Enable Outbound
Rejection Pokicy [ Hobice to ssnder

T Hokice to receiver Sawe

fig 6.0

Virus Filtering and Engines

Your account has Virus Filtering automatically enabled with support for the
Symantec, McAfee and Sophos Anti-Virus engines.

Virus Scanning

You can enable outbound virus scanning to check any mail being sent from your
addresses.

This can be of benefit if you are trying to prevent an infected machine from
sending mail to outside sources.

Rejection Policy Notification

You can choose to send notice of rejection of virus infected mail to either the
sender or receiver or both if you wish.
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7 | Inbound Filter

The inbound filter allows you to control what sort of mail gets to your email
accounts. You can apply different levels of leniency (depending how harsh a
regime you wish to pursue) through this control panel covering everything from
‘Advertising’ to ‘Bad Language’.

Global Settings Domain Settings Apply limits ta
Inbowund Centent Seltin Specilic Filters attachments on mai
| Conieet Flteing F::ﬁ'—j Msteage Sn Lt [Urimied -1 A accounts.
Sel spsshattars Do bk Block A Artachmant Lk | Unlmaad |
different ; ] :
ek [LorbertDlocking =] Rusciplank Linik Urlmiad =] Permit or raject a list

priaritias

far the i rebirias Lardird Blacking -1 Pl Exterisions sy ‘:_'/ of files extensions.
friail Lenkert Blocking = | s o =i
filters Tspiratiorial [Lanierd Blocking =] Doubls Extansions 7

running Block Al sl FartMessage
on }'ﬂ!_.“ Latters Block &1 " I
domain.

ad Language Black Al - I Intelligent Challenge Respanse

ript B Cods Black, Al = Engties] [ s
P r—"—‘—:jw e Ak User opt-out [
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Sound Filrs Elock all - a5 | 17:m %)
Pasoword Pratected | Block 44 - / Mon I |
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Comntry Blocling i
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Brasd —II|
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Cuiba |

e =i

We recommend enabling ‘Content Filtering’.

fig 7.0

We also recommend quarantining mail for Delivery Notifications/Foreign
Character Sets and Unknown Attachments.

This will allow administrators of this account to check if mail that may have been

valid was unintentionally seen as Spam. You can then release the mail from the
quarantine if you wish.
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8 | Reports

Ghobal Statistics | Domain Statistics | User Statistics | Emall Statistics
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Meszages Today L
Metsages Last 7 Cays E2
Meszages Last 30 Days 12

B
I-- :
Wiruzas Today 1} E
s Last aYI E
Lzl [
Bandwidth Today i
Bandwidkh Ladt T Davs AV
Bandwidth Lagt 30 Dayn  36ME - —— '
143 18 113 118 1123 1728 0
Diaiiky Spam and Virus Load
fig 8.0

Clicking on the reports link will bring you to a graph showing a break down of the
mail that is being passed through your account.

The above screenshot (fig 8.0) shows an account with a high volume of traffic,
the report shows how much spam and viruses have been intercepted that day,
the last 7 days and in the overall month.

*The ‘User Statistics’ and ‘Email Statistics’ are disabled in this version of
Netriplex.
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9 | Quarantine
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fig 9.0
To simply search for all mail held in the quarantine select ‘Search’ as show in fig
9.0. This will list all mail held in the quarantine from the last 7 days.

Once the seven days are exceeded netriplex removes these mails from the
quarantine.

If there is spam stored in Netriplex you should see a result similar to that in fig
9.1 (below).
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fig 9.1

Netriplex allows you to carry out different actions on these mails including
deleting or releasing them from the system.

Clicking on the mail shows you the options (fig 9.2), Netriplex will display a
limited version of the mail and the option to release it from the quarantine or
release and whitelist the sender (meaning the senders mail will not be blocked in
the future).
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fig 9.2
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10 | Managing User Digests

Once you have created a new user for your account they will need to login and
setup there report digests and spam settings. This will send email on days
specified by the user reporting how much spam/viruses have been received and
that it can be accessed in their quarantine.

This must be
enabled by the
QUARANTINE DIGEST user for digestg
Enable Quarantine Digest =) to be delivered.
Delrver Email Repart of I riew since last report :_l
©On the Following Days: Monday 3
f 1Y Tuesday
WWedrnesday
Thursday
Friday ﬂ
I Save |

fig 10.0

Fig 10.0 shows the Quarantine Digest, the quarantine digest and spam settings
manager (fig 10.1) can both be accessed by clicking on ‘Settings’ when the user
logs in.

The user can refine what sort of mail they get from the spam manager and how
often by selecting the days they wish to retrieve reports on.

SPAM SETTINGS

White List
Add email addresses you never
wanl Netriplex to block mail
coming from. car

|

Black List
Add emall addresses you want ‘
Metriplex to block mail coming Lo
from. l____:;"‘
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